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1. HammeHOBaHMe JUCHUIIINHBI
WNudopmannonnas 6€30macHOCTb

2. MecTo IMCHHUILIMHBI B CTPYKTYpeE 00pa30BaTeIbHOM NMPOrpaMMBbI

JucrtummHa BxoauT B biiok « ITPO® » oGpa3zoBarenbHO# MporpaMMbl 10 HAIPABJICHHUSIM TOATOTOBKH
(ceruanbHOCTSIM):
Hamnpasnenue nmoarorosku: 09.02.07 MudopmanmoHHbie CHCTEMBI M IPOTPAMMHUPOBAHKE
HAIpPaBIEHHOCTh HE MPEyCMOTpEHa



3. [lnanupyembie pe3y/ibTaThl 00y4eHUs M0 AUCHUILINHE

B pesynbrare ocBoenus aucuuiuinasl MndgopmanuonHas 6€30nacHOCTh Y 00y4aromerocs J10KHbBI ObITh
c(hOPMHUPOBAHEI CIIEAYIONINE KOMITETCHIINH:

09.02.07 MadopManimoHHBIE CUCTEMBI M IPOTPAMMHUPOBaHNE (HAITPABICHHOCTD : HE MPEAYCMOTPEHA)

OK.1 BriOupats criocoOsI perieHus 3a1a4 npo(ecCHOHaTbHOM ASITEIBHOCTH, TPUMEHUTETHHO K
pa3IMYHbIM KOHTEKCTaM

OK.2 Mcnons30BaTh COBPEMEHHBIE CPEICTBA IMOMCKA, aHATIM3a ¥ MHTEPIIPETAIIU HHGOPMAITUU 1
MH(OPMaLIMOHHbIE TEXHOJIOTUH JJIs1 BBIIOJIHEHMS 3a/1a4 NPOPECCHOHATBHON AESITETbHOCTH

OK.4 DddexTuBHO B3aMMOICHCTBOBATh M pa0OTaTh B KOJUIEKTHUBE U KOMaH/IE

I1K.4.4 OGecnieunBaTh 3alIUTY IPOrPaMMHOT0 00eCTIeYeHUs] KOMITbIOTEPHBIX CUCTEM IIPOTrPAMMHBIMU
CpeaCcTBaMH



4. O0beM U coJepkaHue TUCHUTITHHBI

HanpasjieHue moaAroroBKu

09.02.07 MadopmainoHHbIe CUCTEMBI M TPOrPAMMHPOBAHUE
(HammpaBJIEHHOCTb: HE MPEAyCMOTpeHa) Ha 0a3e OCHOBHOT'O 0OIIEro

¢opma o0yuenus

(ak.4ac.)

O4YHast
NeNe TpumecTpoB, 11
BbI/ICJICHHBIX 1JIS1 M3Y4YeHUS
AUCHMILINHBI
O0beM AUCIHUILIMHBI (3.€.) 4.2
O0beM JUCHUILIMHBI (AK.YaC.) 150
KonTakTHasi padora ¢ 104
npenoaaBartesieM (aK.4ac.),
B TOM YHCJIE:
IIpoBenenue JeKIUOHHBIX 48
3aHATHI
IIpoBenenne NpakKTHYECKHUX 56
3aHATHI, CEMHMHAPOB
CamocTrosiTesbHast padoTa 46

@®opMbI TeKyl1ero KOHTPOJIS

Bxonnoe tectupoBanue (1)
3amuiiaemMoe KOHTpoJibHOe Meporpusitie (1)
Htorosoe koHTposnbHOE MeponpusTue (1)
ITuceMeHHO€E KOHTpObHOE MeponpusTue (1)

DopMbI IPOMEKYTOUHOM
arrecTauuu

Ox3ameH (11 Tpumectp)




5. AHHOTI/IPOBaHHOC OonmucaHue CoaAcpKanusd pasacjaoB U TEM TUCHUIIJIHHBI

Be3onacHocTh M ynpaBiieHUe A0CTYNIOM B MHGOPMALMOHHBIX CHCTEMAX

OcHOBHbIE IOHATHS U ONPe/IeJIeHUsI, IBOJTIONHS MOIX010B K o0ecneYyeHH 0 HH(POPMAIHOHHOIH
0e30macHOCTH
O6mme mpobsiembl 6e30macHOCTH. Poib 1 MecTo HHPOPMAIIMOHHON 0€301TaCHOCTH.
OCHOBHBIE TIPEIMETHBIC HAIIPABIICHHSI 3AIUTH HH()OpMAITUH
WudopmanroHHble, porpaMMHO-MaTeMaTH4YeCKue, (PU3MUECKUEe U OPraHN3allUOHHBIEC YTPO3bl CUCTEMBI
- [onarue yrpo3sl 3amuTsl THPOPMAIIUHN, UCTOYHUKH YTPO3.
- Yrpo3sl uapopmanu B8 IBM.
- Knnaccudukanus yrpo3 v ux XapakTepUCTHKH.
- OYHKIMY U 33]]a4H 3aIIUTHl KHPOPMALIUH.
- ¥rpo3a 6e3omacHoCTH HH(POPMAIIMHA B KOMITBIOTEPHBIX CUCTEMaX.

DOYHKIUM U 3212494 3aIUTHI HHGopManuu. MeToabl U CUCTEMbI 3alIIMTHI MH(OpPMAIIUU
3ammTa OT HECAaHKIIMOHUPOBAHHOTO JTOCTYIIA, MOJIEIH, 1 OCHOBHBIE IIPUHIIMIIBI 3aIIUTHI HH(POPMAITUH.
DYHKIIMY 1 33]1a4¥ 3aUThl HHGOPMAIHK. METOIbI B CHCTEMBI 3aIIUTH HH(OPMAITHH.

OcHOBHBIE CBOICTBA 3aIUINIAEMOI HHPOPMAIIHH.
MeTo/IpI U CpeICTBA 3AIUTH HHPOPMAITHH OT TPATUIIMOHHBIX ITTHOHAXH U TUBEPCHIA.
Mertoap!l 1 cpencTBa 3aUThl MHPOPMAIIUK OT JIEKTPOMArHUTHBIX U3TyYECHUN U HABOJIOK

Kpunrorpadudeckne MeToabl 3alIMTHI HHPOPMALHH
Kpunrorpadguueckue MeTo bl 3alIUTHl HH(OPMALHH.
AcummerpuyHble MUuppPbI
CuMMeTpHuuHbIe U P
brounsie mmdpst
ITorounsle muppbI
udps! Liesaps, Buwkunepa, [lonmubus u 1.1.

AJroput™Mbl IMGPOBAHUSA
3amuQpoBsIBaHNE U pacIi(POBLIBAHNE
KpunrocroitkocTs mudpa
Anroput™msl IUPpPOBaHUS
CummerpuuHoe mudpoBanue
AcnMMeTrpuuHOe U poBaHue (C OTKPBITHIM KIIFOUOM)
Xen-pyHKkuuu
SLIT

Opranusanus 0€30MACHOCTH B ABTOMATU3MPOBAHHBIX HHPpopMaumoHHbIX cuctemax AUC
[ToHsATHE KJIMEHTA MIPaB JOCTYIIA, TPYIII, ApOJIe, MOJIUTUKU 6e3011acHOCTH B coBpeMeHHBIX AVC
OneMeHTHl 1 00beKThI 3amThl nHpopMmarmu B AUC. Yrpo3s! 6e30nacHocTH nHbopManuu. MeTo bl
MOJITBEP K IEHUS TIOJVTMHHOCTH TIOJIb30BaTENIeN U pa3srpaHUUEHUE JOCTYIa K KOMIBIOTEPHBIM pecypcam. Llenu
3amuThl nHGopmaruu B AUC.
WNudopmanroHHsle, IporpaMMHO-MaTeMaTHYeCKue, PU3MUECKUE U OPraHW3alMOHHBIE YTPO3bI.
ObecrieueHne U MOIEPIKKA [IETOCTHOCTU U corniacoBaHHOCTU AaHHBIX B AVIC. OCHOBHBIE 1IEJTH MTOJIUTUKH
6e3onacHoctu coBpeMeHHbIX AVC. MeToibl 1 ipreMbl obecnieduenus: 6e3onacunoctu nuudopmanuu B AUC.
[TonuTtuka 6e3onmacuoctu AVIC.
[Tpuniuns! opranuzanuu pazHoyposHero goctyna B AVC. Cioco06sl 3amuThl. Pazrpannuenue u ynpasieHue
JOCTYIIOM K 3JIEMEHTaM 3alllUIaeMoi HHPOpPMAaLIUH.



3anayu no 3amute uHpopmanuu B AUC. O0bexThl 3amuThl. [l1aHMpoBaHue U peau3anus CUCTEM
3aIUThBI
CucTeMHBIH U KOMIUIEKCHBIA MOIX0/T K aHAIM3Y U obecrieueHnto nHpopmanronHoi 6ezonacnoctu AUC, B/l u
bn/l B mponieccax ux co31aHUs U SKCIUTyaTaluu
(anmunucTpupoBanus). [Ipeacrasnenue, ananus 1 000CHOBaHUE MOJIeNIEH, METOJIOB U MEXaHU3MBI
obecrnieuenus napopmannonnoit 6ezonacuoctu AVC, bJl u bu/l; nmpakTudeckue HaBBIKH pabOTHI C
HOPMaTHUBHO-METOJINYECKUMH JTOKYMEHTaMH (CTaHAapTaMK) B cepe nHpopMarimoHHON 0€301acCHOCTH
ABTOMATHU3HPOBAHHBIX MHPOPMAIIMOHHBIX CUCTEM.

Metoabl u cpeacrBa 3amuthbl nHGopmanun B AUC
[Tpu opranuzanum aBTOMaTu3upPOBaHHBIX HHYopMaoHHBIX cucTeM (ANC) MOMmKHBI CTPOTO COOII0AATHCS
TpeOOBaHUS MO 3aIlIUTe KOH(DUIEHINAIBHBIX JAaHHBIX, KOTOPBIE IPU3BaHbl IPEIOTBPATUTD UX YTEUKY UIIH
HCKa)keHue. 3aluTa nHhOopMaluy B aBTOMaTU3UPOBAHHON CUCTEME JI0JIKHA ITPEJOTBPATUTH BO3/IEHCTBHE
YIpO3 pa3aIu4yHOIO IPOUCXOXKIECHUS, BKIIIOUasi TEXHOTEHHBIE aBapuu, Bo3aelcTBrE BpenoHocHOro 110 nnun
XaKepoB, OXUIIIEHNE JaHHBIX MHCAWEPAMHU C IEJIbIO MPOJIAXKH WK MNHOoHaXa. CHU3UTh YPOBEHb TaKUX
PHCKOB MO3BOJISIET peaIn3alisd KOMIUIEKCA MEp 3alllUThl alllapaTHOro U MPOrPaAMMHOTO YPOBHSL.

3amuTa nporpaMMHOro odecrneveHust
ITpoGnema BUpYCHOTO 3apakeHuUsl IPOrpaMM
Knaccudukarus Bupycos. Bpen HaHocuMblil HHQOpMaIy KOMIBIOTEPHBIMU BUPYCAMHU
CTpyKTypa COBpEMEHHBIX aHTUBHPYCHBIX IIPOTPAMM U NEPCIIEKTUBHBIE METO/bl AaHTUBUPYCHOM 3aILUTHI.
MeTtop1 60pbOBI C KOMIBIOTEPHBIMU BUPYCaMU

3amuTa 0T HECAHKIHOHHPOBAHHOI'0 HMCII0JIb30BAHHUS NIPOrPaMM
CucreMa Mep, HallPaBICHHBIX Ha MPOTUBOICHCTBHE HENIEraJIbHOMY HCIIOJIE30BAHHIO IIPOrPAMMHOTO
o0ecrieueHus

3ammuTa ot konuposanus 1O
Cucrema mMep, HalIpaBJICHHBIX Ha MPOTUBOJICHCTBHE HECAHKIIMOHUPOBAHHOMY KOIMTMPOBAHUIO WH(OpPMAIINHU, KaK
MIPaBUJIO, IPEJCTABICHHON B DJICKTPOHHOM BHU/IE

Cepruduxanusa I10O
[TpoBeneHne HE3aBUCUMOM, B TOM YHUCIIE METPOJIOTHYECKOM, SKCIIEPTU3BI HCIIOJIB3YyEMOT'O IIPOTPaAaMMHOTO
o0ecrnieueHus Ha IPeMET YCTAaHOBIICHUS €T0 COOTBETCTBUS TPEOOBAHMSIM COOTBETCTBYIOIIEH HOPMAaTUBHOM
JOKYMEHTAITUH.

3amuTa oT yreuku HHGOPMALMH 110 TEXHUYECKHM NPUYMHAM
be3onacHOCTh KOMIIBIOTEPHBIX CETEMN
OneMeHTs! ceTu. Bo3MOXXKHOCTH yrpo3bl IEOCTHOCTH HH(POPMALIUU CETH.
3ammra HHPOPMALIMU B KOMITBIOTEPHBIX CETHX.
[TonuTuka Ge3omacHocTH paboThl B MIHTEpHETE.
TpeboBanus k 3amumeHHocTd KC 0T HEeCaHKIIMOHUPOBAHHOTO U3MEHEHUS CTPYKTYD.
Cucrema pasrpanndeHus gocrymna kK naopmaruu B KC.
Mepsbl TeXHOJIOTMUECKOM 0€30MacHOCTH HMH(OPMAIIK B BHIUUCIUTENIBHBIX CETAX.
[TporpaMMHBIE U TEXHHYECKHE CPENICTBA 3aLIUTH MH)OPMAIH B CETH.
CereBble 3KpaHbl/

Ienu u cioco0bI 00ecnedeHns 3alUTHI KAHAJOB YTe4KH HHpopMauuu
B 3aBucuMocTH OT poucxoxaeHuss nHpopManuu (pedenas, IeyaTHasi, MU poBas) ee yTeuKa MOKET



MPOHUCXOIUTH IO CIEAYIOINM KaHalaM: (PU3NUECKOe XUIIEHNE TOKYMEHTOB MM IU(PPOBBIX HOCUTENEH;
KOIMPOBAHUE M CYMTHIBAaHUE KOH(PHUICHIMATBHON MHPOPMALINH; TPUMEHEHUE «TPOSHCKUX» M (DUIITMHTOBBIX
BUPYCHBIX IIPOIPAMM; XMILEHHE ITAPOJIEH MepCcoHana KOMIIaHUU WM OpraHU3alliK; TIOAKIIOYEHHUE K JTMHUAM
CBSI3M HE3aKOHHBIMH CIIOCO0AMU; BBIBE/ICHHE CYIIECTBYIOIINX MEXaHU3MOB 3aIIUTHI U3 CTPOSI.

Mepbl 3aIUTH OT YTEUKH HHPOPMAIMH: ayTeHTU(DHUKALUS U YIIPAaBICHUE JOCTYIIOM, (pHIBTpaIisi KOHTEHTA,
mmdpoBanue, ayauT nHPOOE30MaCHOCTH.

Buabl TeXHHYeCKHX KAHAJOB YTe4KH HHpopManun
Metoabl 1 IyTH yTeukd HHpopMaIuu u3 HHHOPMAIIMOHHON CHCTEMBI; Tapa3uTHasl IENOYKa HOCUTETeH
WH(POPMAIINH, OJH WIH HECKOJIBKO M3 KOTOPBIX SIBIISTIOTCS TIPABOHAPYIIUTEIIEM HITH €T0 CTICIHAIBHOM
anmaparypoi. IrparoT 0CHOBHYIO poJib B 3aIuTe HHMOpMAIHH, Kak (akTop HHPOPMAIMOHHOW 0€301TacHOCTH.
Knaccugukarus TeXHIUECKUX KaHAJIOB YTEUKH HHPOPMALIUU TPOBOJUTCS MO (PU3NIECKON PUHAICKHOCTH:
AKYyCTHYCCKUEC, DJICKTPOMArHUTHBIC,; MAaTCPUAJIbHO-BCIICCTBCHHELIC; BU3YAJIbHO-OIITUYCCKUC (I/ICHOJII)?;OBaHI/Ie
BHIcOHAOMIOACHUS U (hoTorpadun).

Opra"nu3annoHHO-NPaBoOBoe obecnedeHue HH(POPMAITMOHHON 0e30IaACHOCTH
[IpaBoBBIE OCHOBBI 3aIUTHI HH(MOPMALIUN
[IpaBoBbIe 1 3aKOHOJATENbHBIE MEPHI 1O 3aIIUTe UHHOPMAITUU
AJIMUHUCTpPATHBHBIE ¥ OPTaHU3aLMOHHBIE MEPOIPUATHS HH(OPMAIIMOHHON 0€30MacHOCTH
[TocTpoenue nmonuTUKU 0€30MaCHOCTH OPraHU3aI|H.

MexkayHapoaHoOe U POCCHIICKOE 3aKOHOAATeJIbCTBO B cdepe 3a1uThl HHGOpMaLNU
ITonsaTne nudopMaoHHON 6€30MaCHOCTH U 3alMIIEHHON cucTeMbl. Heo0X0auMOCTh 3aIUTh
MH(GOPMALIMOHHBIX CUCTEM U TEJIEKOMMYHUKaluil. TeXHUuecKue NpeaArnocbulKi Kpu3nuca MHOOpMaMOHHON
6e3onacHoctu. MH(popmanmonHas 6€30macHOCTh B yCIOBUAX (PyHKIIMOHUpPOBaHUS B Poccuu rio6ambHbIX
ceteil. OcHOBHBIE 3a7jaun o0ecnieueHus 3auThl nHpopMauuu. OCHOBHbBIE METObI U CPECTBA 3aILUTHI
MH(POPMALMOHHBIX CUCTEM.

IIpaBoBoe peryaupoBanue nHpopmanuoHHoii 0e3onacHocTu. [lpaBonapymenus B o6s1actu UT.
OO1u1ee npecTaBiIeHUE O CTPYKTYPE 3alUIIeHHONH HHPOPMALMOHHOMN cucTeMbl. OCOOEHHOCTH COBPEMEHHBIX
MH(POPMALMOHHBIX CUCTEM, (PAaKTOPHI BIUSIONIME Ha 0€30MacHOCTh HH(POpMaIMOHHON cucTeMsbl. [lonsTHe
nH(OPMaLIMOHHOTO cepBUca 0e30nacHOCTH. Bubl cepBUCOB 6€3011aCHOCTH.

Wnentudukanus u ayrenTuduxanus. [laponabHble cxeMbl ayTeHTUGUKAIMU. CHUMMETPUUYHBIE CXEMBI
ayTeHTU(UKauu cyobekTa. HecummeTpuuHble cxeMbl ayTeHTH(PUKALNH (C OTKPBITHIM KIHOUOM).
AyTeHTH(UKAINA C TPEThel JoBepeHHoU cTopoHoH (cxema Kerberos). TokeHbl, cMapT-KapThl, UX IPUMEHEHHE.
Hcnonb3oBaHne 6MOMETPUUYECKUX JaHHBIX MIPU ayTEHTHUPUKAUH 101b30BaTenell. CepBUCH! yIIpaBICHUS
JOCTYNOM. MeXxaHu3Mbl TOCTyTIa JaHHBIX B ONEPALlMOHHBIX CUCTEMAX, CUCTeMax yIpaBlieHHUs 0a3aMM JaHHBIX.
PoneBast Monenp ynpaBieHHs JOCTYIIOM.

Ha3nauyenue o0ecnieueHust HH(POPMALMOHHOM Oe30nmacHOCTH. Buabl TaliHbI
I'ocynapctBennas taifHa. [lepconansubie nanasie/GDPR. Kommepueckas TaitHa. ABTOMaTU3MpOBaHHBIC
CUCTEMBI yIipaBiieHus TexHosnornyeckumu npoueccamu (ACY TII). ['ocynapctBennsie u MyHununansHeie UC.
WNudopmanus ais ciry:keOHOro noiab3oBaHusa. OTKpbITbIE HHPOPMALIMOHHBIE PECYPCHI.
K Bunam nHpopmannoHHo# 0€301aCHOCTH OTHOCAT: CETEBYIO O€30MaCHOCTh, 0€30MaCHOCTh BEO-IPUIIOKEHUH,
0€30MacHOCTb JJaHHBIX, 0€30MaCHOCTh KOHEYHBIX TOUEK, 0€30MaCHOCTh MOOMIIBHBIX YCTPOICTB, 0OIauHas
6e3omacHocTb, Oe3onacHocTh MHTepHeTa Bewelt (IoT Security), neneBsie kubepataku APT-rpynnupoBok
(Advanced Persistent Threat)

HopmaTnBHOe, OpraHn3anoHHOE U NIPABOBOE pPeryJupoBaHue HHGOPMAUMOHHOK 0€30MMaCHOCTH B



opranmzanusx. [loauTnka 6e30macHOCTH

OCHOBHBIE TIOJIOKEHUS TEOPUU MHPOPMALTMOHHON 6€30MacHOCTH MH(OPMAIIMOHHBIX cucTeM. DopMasbHbIe
MOACIn 0€e30MMacHOCTH UX 3HAUECHHUE AJI1 TOCTPOCHU A 3allIUIICHHBIX I/IH(i)OpMaIII/IOHHBIX cucrteM. ITonarne
J0CTyTNa K JaHHBIM U MOHUTOpa 6e3omacHocTi. OyHKIIMN MOHUTOpa Oe3onacHocTu. [loHaTHE MOMUTHKH
6e3omacHocTH HH(POPMAIIMOHHBIX cucTeM. Pa3paboTka u peanuzaius MOJIUTUKA 0€30MaCHOCTH. YTIpaBiIeHHE
AOCTYIIOM K JaHHBIM. OCHOBHBIE THUIILI TIOJIUTUKHA 6630HaCHOCTI/I yYHOpaBJCHUA JOCTYIIOM K JaHHBIM:
JUCKPELMOHHAs U MaHJIaTHAs MOJIUTHKA 0€30MacCHOCTH. AHAIN3 CIOCOO0B HAPYIICHUH O0€30MaCHOCTH.
Takconomust HapymeHUH HHOOPMAITMOHHOM 0€30MaCHOCTH BHIYUCITUTEIIBHOW CUCTEMBI M TIPUYUHBI,
o0yCcraBIMBAIOINE UX CYIIECTBOBAHUE.



6. MeToanueckue YKa3aHus /151 00yYaIOUIMXCH 10 OCBOCHHIO JUCIHUIIIHHBI

OcBoeHme JUCIUIUIMHBI TPeOYeT CUCTEMATHYECKOT0 U3YUEHHUs BCEX TEM B TOM IOCIIE0BATEIBHOCTH, B
KaKoW OHM yKa3aHbl B paboueil mporpamme.

OcCHOBHBIMU BUAAMH y4€OHOU pabOTHI ABJISIOTCS ay IUTOpPHBIE 3aHATUA. VX 1ensb - pacmmputh 6a3oBbie
3HaHUA 00yYaIOIIKXCs 10 OCBAMBAEMOM AUCLHUIIIIMHE U CUCTEMY TEOPETHUECKUX OPUEHTHPOB IS
HOCJIEAYIOIEro 6osee riry00Koro OCBOSHHUs IIPOrpaMMHOT0 MaTepualia B X0/1€ CaMOCTOSATEIbHOM PaboOTHI.
OOyuaronieMycst BAXKHO IOMHHUTb, YTO KOHTaKTHas1 paboTa ¢ mpernoaBaTeneM 3(h(HEeKTUBHO TOMOTAET eMy
OBJIa/IETh MMPOTPaMMHBIM MaTepUaioM Ojarogaps pacCTaHOBKE HEOOXOIUMBIX aKLIEHTOB U yAECPIKaHUIO
BHUMAaHMS MHTOHAIIMOHHBIMH MOJTYJISIIIUSIMH TOJIOCA, A TAKXKE MOAKIIIOUYCHUEM ayAHO-BH3YalbHOTO MEXaHU3Ma
BOCIIPUATHS HHPOPMALIUY.

CamocrodTenbHas paboTa MpecienryeT ClIeAyIoHe Heu:

— 3aKpEeIUIEHNE U COBEPIIEHCTBOBAHUE TEOPETUUECKUX 3HAHHUM, TIOTYYEHHBIX Ha JIGKLIMOHHBIX 3aHATHAX;

- (hopMupoBaHKE HaBBIKOB MOATOTOBKU TEKCTOBOW COCTABIIAOLIEH HHpOpMALUK y4eOHOTO U HAy4YHOTO
Ha3HAYEHUs JUIsl pa3sMELCHHs] B PA3JINYHBIX MH(POPMALMOHHBIX CUCTEMAX;

- COBEPIIIEHCTBOBAHUE HABBIKOB [TOMCKA HAYYHBIX MyOIMKaluil 1 00pa30BaTENIbHBIX PECYPCOB,
pa3MeleHHbIX B cetn HTepHeT;

- CAMOKOHTPOJIb OCBOEHUS IIPOrPaMMHOI0 MaTepHaa.

Ooyuatomiemycst HEOOXOAUMO MOMHUTB, YTO PE3YJIbTAaThl CAMOCTOSTENIFHON paOOThl KOHTPOIUPYIOTCS
MIPEeroIaBaTeNIeM BO BPEMSI IIPOBEICHHSI MEPOTIPUSATHIA TEKYIIETO KOHTPOJIS M YUUTHIBAIOTCS TIPH
IIPOMEKYTOYHON aTTECTaLUN.

Ooyuatonmmces ¢ OB3 1 nHBaNMMI0B MPEIOCTaBIAETCS BO3MOXKHOCTh BbIOOpa (popM nmpoBeeHust
MEPONPUATHIA TEKYIIIETO KOHTPOJIS, aTbTEPHATUBHBIX (OpMaM, MPEAyCMOTPEHHBIM pabodel MporpaMMoii
aucuuIuinHel. [IpegycmarpuBaeTcss BO3SMOXKHOCTD YBEJTMUEHUS B Ipejienax | akaJeMHUuecKoro yaca BpeMeHH,
OTBOJIMMOTO Ha BBIIIOJIHEHUE KOHTPOJIBHBIX MEPOIIPUATHI.

ITponetypa onieHMBaHUS Pe3yJIbTATOB 00YUEHHS MHBAJIUAOB U JIUI C OTPaHUYEHHBIMU BO3MOXKHOCTSAMU
3JI0POBbsI [0 JUCLUIUIMHE MPEeIyCMaTPUBAET MPeA0CTaBIeHUE HHPOpMaLH B (popMax, aTanTHPOBAHHBIX K
OIPaHUYEHUSM UX 310pPOBbS U BOCIIPUATHSA HHPOPMALIUY.

ITpu npoBeieHNH TEKYyIEro KOHTPOJI IPUMEHSIOTCS OLIEHOUHBIE CPEACTBA, 00eCIeUnBaroLIe nepeaavy
nH(popMalnu, OT 00yyaroLIerocs K IpernoaaBaTesio, C y4eToM ICUX0(PU3N0IOTHYECKUX 0COOEHHOCTEN
3I0POBBST O0YJAFOIITIXCS.

7. llepedyeHb y4eOHO-MeTOAMYECKOT0 00ecTiedeH s AJIsl CAMOCTOSAITEIbHOM PadoThI
o0y4aromuxcs o JUCIUIINHE

[Ipu camocTosTeNbHON paboTe 00yUaIOMIUMCS CIETYET UCIOIB30BaTh!

— KOHCIIEKTHI JIEKITHIL,

— JINTEPATypy U3 MEePEYHSI OCHOBHOU U JOTOJTHUTEIHHOM Y4eOHOH TUTEpaTyphl, HEOOXOIUMOMN ISt
OCBOCHMS TUCIUIUIUHBI (MOJTYJIST);

— TEKCT JIEKIUN Ha SJIEKTPOHHBIX HOCUTEISX;

— pecypchl HH()OPMAITMOHHO-TEIIEKOMMYHHUKAITMOHHOH ceTn "MHTepHeT", HEOOXOAMMBIE JIIST OCBOCHUS
JTUCIUTUIUHBL,

— JIMIIEH3UOHHOE U CBOOOIHO pacpOCTpaHIEMOE MPOrpaMMHOE 00eCTIeUeHNEe U3 TIEPEUHSs
MH(OPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPHU OCYIIECTBICEHUH 00pa30BaTeIbHOrO MpoIecca mno
JUCIUIUINHE;

— METOAMYECKHE yKa3aHUs i1 00y4arOIIUXCs 0 OCBOSHUIO AUCIUILTUHBIL.



8. [lepeyeHb OCHOBHOM M IONOJHUTEIbHON YUeOHOM JIUTEPATYPbI
OcHoBHas:

1. OpranuzanroHHOE U MpaBoBoe obecreueHrne HHPOPMAIIMOHHOM 0€30MaCHOCTH | YUEOHUK U MPAKTUKYM IS
cpennero npodeccuoHanbHoro oopaszoBanus / T. A. TTomskora, A. A. Ctpensiios, C. I'. UyOykosa, B. A.
Huecos ; otBercTBeHHBIE penakTopbl T. A. [TonsikoBa, A. A. CrpenbiioB. — MockBa : M3narensctBo FOpaiir,
2021. — 325 ¢. — (Ilpodeccuonanbroe odbpazoBanue). — ISBN 978-5-534-00843-2. — TeKcT : 37E€KTPOHHBIH
/I ObpazoBarenbhas mwiatdopma FOpait [caitT]. https://urait.ru/bcode/470351

2. Kazapumn, O. B. [IporpammHo-anmapaTHbie CpeCTBa 3alIUTH HHPOpMAIHH. 3alluTa MPOrPaMMHOTO
obecrieueHns : y4eOHUK M MTPAKTHKYM JIJIs cpestHero npodeccruonansHoro oopazoBanus / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : U3marensctBo FOpaiit, 2020. — 312 ¢. — (ITpodeccuonanbHoe oOpazoBaHue). —
ISBN 978-5-534-13221-2. — Tekcr : anextponHsiii / DbC FOpaiT [caiit]. https://urait.ru/bcode/449548

JdomosHuTeIbHAA:

1. Uudopmanmonnsie TexHonoruu B 2 T. Tom 1 : yueOHHK A7ist cpeHero npogecCHOHATBHOTO 00pa3oBaHus /
B. B. Tpodumos, O. I1. Uneuna, B. 1. KUSEB, E. B. Tpodumosa ; mox penakuueii B. B. Tpodhumosa. —
Mocksa : M3natenscTBo FOpaiit, 2021. — 238 c. — (IIpodeccuonansroe oopazoBanue). — ISBN 978-5-534-
03964-1. — Texkct : anektponHsIi // ObpazoBatenbHas miargopma FOpait [caiT].
https://urait.ru/bcode/469957

2. Nadopmannonsblie TeXHOJIOTHH B 2 T. Tom 2 : yueOHUK i CpeAHero nNpoQeccuoHanbHOro oopa3zoBanus /
B. B. Tpodpumos, O. I1. Unsuna, B. 1. KUSEB, E. B. Tpodumosa ; nox penakuueit B. B. Tpodpumona. —
Mocksa : M3natenscTBo FOpaiit, 2021. — 390 c. — (IIpodeccuonansHoe oopazoBanue). — ISBN 978-5-534-
03966-5. — Tekct : anmektponHbIH // ObpazoBatenbHas miargopma FOpait [caiT].
https://urait.ru/bcode/469958

3. Pribanpuenko, M. B. Apxutekrypa HHPOPMALMOHHBIX CUCTEM : yueOHOE TocoOue sl CPeTHETO
npodeccuonansHoro oopazosanus / M. B. Peibansuenko. — Mocksa : M3garensctBo FOpaiit, 2020. — 91 c.
— (IIpodeccuonansuoe oobpazoBanue). — ISBN 978-5-534-01252-1. — Texkcr : anextponusiii // 35C Kpaiit
[caiiT]. https://urait.ru/bcode/452922



9. Ilepeuenn pecypcoB cetu UHTEpHET, HEOOXOAUMBIX /IJII OCBOCHHUSA TUCIUILINHBI

https://fstec.ru CtangapTsl B 00J1aCTH 3aIUTHI HHGOPMAITTH

https://urait.ru/bcode/449548 ITporpammHo-anmapaTHbIe CpPEICTBA 3aIUTHI HH(DOpMAIUU. 3amuTa
MPOrPaMMHOTO OOecTieueHus : Y4eOHUK U MTPAKTUKYM JUIsl CpeAHETro npodeccroHa

https://urait.ru/bcode/449548 ITporpammHo-anmapaTHbIe CpPEICTBA 3aIIUTHI HH(DOpMAIUU. 3amuTa
MPOrpaMMHOTO 00€CTIeUeHHUS ;| YICOHHUK M TIPAKTUKYM ISl CpeTHETrO MTpodeccuoHa

https://urait.ru/bcode/449548 ITporpammHo-anmapaTHbIe CpEICTBA 3AIIUTHI HH(DOpMAIUU. 3amuTa
MIPOrpaMMHOTO 00€CTICUeHHUS | YICOHHUK U TIPAKTUKYM ISl CpEHETro Mpodeccuona

https://urait.ru/bcode/469957 Nudopmarmonnsie TexHosoruu B 2 T. Tom 1 : yueOHUK 17151 CpeTHETO
MPpoeCCHOHAIBHOTO 00pa30BaHUs

https://urait.ru/bcode/449548 ITporpamMmMHoO-amnmapaTHbie CpeACTBa 3aIUTHI HHDOpMAIUU. 3anuTa
MPOrPaMMHOTO OOeCTIeUeHus : YYeOHUK U TPAKTUKYM JUIsl CpeHeTro npodeccrona

https://urait.ru/bcode/469957 Nudopmarmonnsie TexHonoruu B 2 T. Tom 1 : ydeOHUK 17151 CpeTHETo
poeccCHoHaTBFHOTO 00pa30BaHus

https://urait.ru/bcode/449548 IIporpaMmmHoO-anmnapaTHble CpeACTBa 3aIUTH HHPOPMALKU. 3aIuTa
IPOrpaMMHOTr0 obecreueHus : yueOHUK U MPAKTUKYM JJIsi CpEAHEro npodeccuona

Nudopmanuonnsie Texnoaoruu B 2 T. Tom 1 : yueOHuk 115 cpeaHero npogeccnoHaJbHOIro
odpazoBanus Mudbopmarmonnsie TexHonoruu B 2 T. Tom 1 : yueOHUK 17151 cpeHero npodeccuoHalIbHOTO
oOpa3zoBaHUs

https://urait.ru/bcode/449548 IIporpammHo-anmapaTHbIE CpECTBA 3AMUTH HHGOPMAITUH. 3aluTa
MPOTPaMMHOTO 00€CTICUCHHUS : YICOHHK U TIPAKTUKYM ISl CpeIHEro MPodecCHoH

https://urait.ru/bcode/46995 Nudopmannonnsie TexHONIOTUU B 2 T. Tom 1 : y4eOHUK IJIs1 CPETHETO
poeCCHOHAIIBHOTO 00pa30BaHUs

https://urait.ru/bcode/449548 [TporpammHo-anmapaTHbie CpEICTBA 3aIIUTHI HH(DOpMAIUU. 3amuTa
MIPOrpaMMHOTO 00€CTICUeHHUS | YICOHHUK U TIPAKTUKYM ISl CPEHETro MTpodeccuona

https://urait.ru/bcode/470351 Oprann3zanoHHOE U TIPaBOBOE oOecrieueHrne HHPOPMAITHOHHOM
0€30MacHOCTH : Y4eOHUK M MMPAKTHKYM JIJIsl CPeTHETO MPpodhecCHoHaIbHOTo 00pa3oB

https://urait.ru/bcode/46995 Mudopmarmonnsie TeXHOIOTUHU B 2 T. Tom 1 : ya4eOHUK JUIsI CpeTHETO
npodecCHoHaTBFHOTO 00pa30BaHus

https://urait.ru/bcode/470351 OpranuzanroHHOE U TIPaBOBOE oOecreueHne HHPOPMAITHOHHOM
0€301acHOCTH : Y4eOHUK M MPAKTUKYM JJIsl CpeIHEro NpodheccuoHaIbHOro 00pa3oB

https://urait.ru/bcode/46995 Nndpopmanmonusie TexHonoruu B 2 1. Tom 1 : yueOHUK U1t cpeTHEero
npo¢eCCUOHATILHOTO 00pa30BaHUS

https://urait.ru/bcode/470351 Opranu3zanmoHHOE U MPaBOBOE obOecreueHne NHHOPMAITMOHHON
0€30MMacHOCTH : yUeOHHK M MPAKTUKYM JJIsi CpeTHETr0 MpodecCHOHATBLHOr0 00pa3oB

https://urait.ru/bcode/470351 Opranu3zanmoHHOE U MPaBOBOE obOecrieueHrne NHHOPMAITMOHHON
0€30MacHOCTH : YIYCOHHK U IPAKTUKYM JUIsI CPETHEr0 MPOPECCHOHATBHOTO 00pa3oB

https://urait.ru/bcode/469958 udopmarmonHsie TexHOJIOTHH B 2 T. ToM 2 : yueOHUK JIJIs1 CPETHETO
PpoeCCHOHAIBHOTO 00pa30BaHUs

https://urait.ru/bcode/470351 OpranuzanmoHHoOe U MPaBOBOE odOecreueHne nHHOPMAITMOHHOU
0€30MaCHOCTH : yYeOHHK U MPAKTUKYM JJIsi CPEIHETO NpodeCcCHOHATBLHOr0 00pa3oB

https://urait.ru/bcode/470351 OprannzanoHHOE U TIPaBOBOE oOecrieueHrne HHPOPMAITHOHHOM
0€30MacHOCTH : Y4eOHUK M MPAKTHKYM JIJIsl CPeTHETO MPOodhecCHoHaIbHOTo 00pa3oB

https://urait.ru/bcode/469958 Nudopmanronusie TexHOIOTHN B 2 T. ToM 2 : y4eOHUK JJIsi CPETHETO
podeccCHoHaTFHOTO 00pa30BaHus

https://urait.ru/bcode/470351 OpranuzanoHHOE U IPaBOBOE oOecreueHrne HHPOPMAITHOHHOM



0€30MMacHOCTH : yUeOHHK U MPAKTUKYM JJIsi CpeHET0 MpodecCHOHaTBLHOr0 00pa3oB

https://urait.ru/bcode/469958 MudopmarimonHbie TeXHOJIOTHH B 2 T. ToM 2 : y4eOHUK JIJIs1 CPETHETO
po¢eCCHOHAIBHOTO 00pa30BaHUs

https://urait.ru/bcode/470351 OpranuzaimoHHOE U MPaBOBOE obOecreueHrne NHHOPMAITMOHHON
0€30MacHOCTH : YIYCOHHK U TIPAKTUKYM JUIsI CPETHEr0 MPOPECCHOHATBHOTO 00pa3oB

https://urait.ru/bcode/452922 Apxurextypa nHOOPMAIITMOHHBIX CUCTEM : yUeOHOE TTOCOOME /IJIsi CPETHETO
PoeCCHOHAIBHOTO 00pa30BaHUs

https://urait.ru/bcode/469958 Nudopmarmonnsie TexHoIOTHH B 2 T. ToM 2 : yueOHUK 711 CPETHETO
poeCCHOHAIBHOTO 00pa30BaHus

https://urait.ru/bcode/470351 Opranu3zanoHHOE U TIPaBOBOE oOecrieueHne HHPOPMAITHOHHOM
0€30MacHOCTH : Y4eOHUK M MMPAKTUKYM JJIsl CPeTHETO MPOo(dhecCHoHaIbHOTo 00pa3oB

https://urait.ru/bcode/469958 Mudopmarmonnsie TexHonoruu B 2 T. ToM 2 : y4eOHUK s CPETHETO
npoeccCHoHaTBFHOTO 00pa30BaHus

https://urait.ru/bcode/470351 OpranuzannoHHOE U MPaBOBOE oOecreueHne HHPOPMAITMOHHOM
0€301acHOCTH : Y4eOHUK M MMPAKTUKYM JJIsl CpeIHEro NpodheccuoHaIbHOro 00pa3oB

https://urait.ru/bcode/469958 Nudopmarronnsie TexHonoruu B 2 T. ToM 2 : y4eOHUK 7151 CPETHETO
Ppo¢eCCHOHAIBHOTO 00pa30BaHUs

https://urait.ru/bcode/470351 Opranu3zanmoHHOE U MPaBOBOE obOecrieueHrne NHHOPMAITMOHHON
0€30MacHOCTH : YUYCOHHK U TIPAKTUKYM JUIsl CPETHEr0 MPOPECCHOHATBHOTO 00pa3oB

https://urait.ru/bcode/449548 ITporpammHo-anmapaTHbIe CpEICTBA 3AIUTHI HH(DOpMAIUU. 3amuTa
MPOTrpaMMHOTO 00€CTIeUeHHUS : YICOHHUK U TIPAKTUKYM ISl CpEHETO MTpodeccuona

https://urait.ru/bcode/470351 OpranuzanmoHHOe U MPaBOBOE odecrieueHne nHHOPMAITMOHHOU
0€30MaCHOCTH : yU€OHHK U MPAKTUKYM JJIsi CPEIHETO NpodecCHOHATBLHOr0 00pa3oB

10. Ilepeyenb HHGOPMAITMOHHBIX TEXHOJIOTHH, NCIOJIb3YeMbIX NPH OCYIIEeCTBJIEHUH
00pa30BaTeJIbHOI0 MpOoIecca MO JMCUUILIHHE

O6pazoBaTenbHBIN nporiecc no auctuinHe UHdopMmanuonHas 6e30MacHOCTh MPEIoiaracT
HCIOJIb30BAaHUE CIIETYIOIIETr0 MPOrpaMMHOr0 o0ecredeHns: 1 UH(POPMAIIMOHHBIX CIIPABOYHBIX CUCTEM:
JlexumoHHas ayAUTOPHUS: IPOEKTOP, IKPaH, KOMIIbIOTEP/HOYTOYK, MeoBas (1) WM MapKepHasi 10CKa.
Aynuropus Ui MPaKTUUYECKUX 3aHATUN U TEKYLIEro KOHTPOJIs: 1abopaTopusi HHPOPMAILIMOHHBIX PECYPCOB/
nabopaTopus BEIYUCIUTEILHONU TEXHUKH, apXUTEKTYPbI IEPCOHATIBHOTO KOMITBIOTEPA U TepH(EPHITHBIX
yctpoiicTB. OCHaIleHHE COTIIACHO MacTopTy KaOuHeTa/ 1abopaTopuH.

I'pynnoBsle (MHAMBUAYAIbHBIE) KOHCYJIBTALUU: MEJIOBas (M) WM MapKepHasl 10CKa.

AynuTopHst Ui CaMOCTOSATENIbHON paboThl - momenieaus Hayunoit oubnuorexu [I'HUY: komnbroTepHas
TEXHUKAa C BO3MOXKHOCTBIO OJK/IIOUEHHs K ceTH «HTepHeT», o0ecreueHHas JOCTYIIOM B 3JIEKTPOHHYIO
MH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.

[Tpu ocBoeHMM MaTepHalia U BHITOJHEHHS 3aJaHH TT0 JUCIUIUINHE PEKOMEHIYETCS HCTIOh30BaHNE
MaTepuasoB, pa3MemeHHbIX B JImunbix kabunetax ooyuaromuxcss ETUC [ITHUY (student.psu.ru).

[Ipu opranuzanuu AUCTaHIIMOHHOMN paOOThI U MIPOBE/ICHUH 3aHATUI B pEeXKUME OHJIAH MOTYT
MCTIOJIb30BAThCS:

cuctema BHuIcoKoH(epeHIICBsA3H Ha ocHOBE Tuiatdopmel BigBlueButton (https://bigbluebutton.org/).

cucrema LMS Moodle (http://e-learn.psu.ru/), koTopas noaepKxuBaeT BO3MOKHOCTb HCIIOJIb30BAHHS
TEKCTOBBIX MaTEPUAIIOB U MPE3CHTAILINH, ayJHO- U BUJCOKOHTEHT, a TaK )K€ TECThI, IPOBEPSEMbIC 3a1aHMUs,



3aJJaHHs JJ11 COBMECTHOM paboTHI.
cuctema tectupoBanus Indigo (https://indigotech.ru/).

11. Onucanue MaTepHAJIbLHO-TEXHUYECKOI 0a3bl, HEOOX0AMMO AJIsl OCYIIeCTBJICHUS
00pa30BaTeJBLHOI0 NpoLecca 10 JMCUHILINHE

Windows 10
Microsoft Office
Microsoft Access 2016 (B cocraBe nmakera Ofiice)
1C Ilpennpusitue
Windows Server 2008
Microsoft SQL Server Express
My SQL Server
WPS Office
Dev C++
ABC Pascal
Android Studio
Cumynsrop cetu nepenauu nanubix Cisco Packet Tracer
CIO Konnemxka mpodeccruoHanbHOro 00pa3oBaHus
[Tomemenust HayuHoii 6ubnuorexku [II'HUY mist o6ecrieueHns: caMOCTOATEIbHON PabOThl 00yUYaOIIUXCS:
1. Hayuyno-Oubnuorpadudeckuit otaen, xopi.l, aya. 142. O6opynoBaH 3 nepcoHaIbHBIMU KOMIBIOTEpA C
JOCTYTIOM K JIOKaJbHOM U T7100aIbHONM KOMIIBIOTEPHBIM CETSIM.
2. UnTanpHbIN 32J1 TyMaHUTApHOW JTUTEPATyphl, Kopi. 2, aya. 418. O6opyaoBaH 7 nmepcoHaIbHBIMH
KOMITBIOTEpPAMH C JOCTYIOM K JIOKaJIbHOW U T7100a1bHONH KOMIBIOTEPHBIM CETSIM.
3. UnTanbHbIN 321 €CTECTBEHHOM JIUTEpaTyphl, KOpIL.6, aya. 107a. O6opyaoBaH 5 nmepcoHaTbHBIMH
KOMIIBIOTEPAMH € JOCTYIOM K JIOKaJbHOW U T7100a1bHONH KOMIIBIOTEPHBIM CETSIM.
4. Otnen MHOCTPAHHOM JHUTEpaTyphl, Kopm.2 aya. 207. O6opynoBan 1 mepcoHaIbHBIM KOMIIBIOTEPOM C
JOCTYTIOM K JIOKQJIbHOW U T7100aIbHONW KOMIIBIOTEPHBIM CETSIM.
5. bubnmoreka ropuanyeckoro ¢akynpTera, Kopn.9, ayn. 4. O6opyaosana 11 nepcoHambHBIMU
KOMIIBIOTEpPaMH € JOCTYNOM K JIOKaJbHOW U T7100a1bHON KOMIIBIOTEPHBIM CETSIM.
6. UuranbHblii 3a1 reorpaduyeckoro gaxkyiabTera, Kopi.8, aya. 419. O6opyaoBaH 6 mepcoHaIbHBIMU
KOMIIBIOTEPAMH C IOCTYTIOM K JIOKaJIbHOHM U I7T00AIbHOM KOMIIBIOTEPHBIM CETSIM.
Bce xoMIbroTephl, yCTaHOBJICHHBIE B TIOMELICHUAX HAyYHOU OMOJIMOTEKH, OCHAILIEHBI CIICAYIOIINM
IPOrpaMMHBIM 00€CTIeYeHUEM:
Omneparmonnas cuctema ALT Linux;
Odwucnprii maker Libreoffice.
CnpasouHo-npaBoBas cucteMa «Koncynbrantlmtocy



@oHabI OLICHOYHBIX CPEACTB I ATTECTALMH 110 JUCHHUIIHHE
Nudopmannonnas 6e30nacHOCTb

HﬂaanyeMue Pe3yJIbTaThbI oﬁyqul/m o AMCIMIIJINHE I (l)OpMHpOBaHHH KOMIICTCHIIMHU U
KPHUTEPUHA UX OLICHUBAHUSA

Kommnerennus Ili1anupyemMblie pe3yabTaThl Kpurepun oueHuBanus pe3yjibTaToB
o0y4eHust o0y4eHust
OK.1 3HaTh OCHOBHBIE CPENCTBA U HeynosierBopure

Bri6upath criocoOsr
peIIeHHUs 33129
poQeCCHOHAIBHON
JIESITCIIBHOCTH,
MPUMCHHUTCIIBHO K
Pa3JINYHBIM KOHTCKCTaM

METO/BI 3aLUThl KOMIIBIOTEPHBIX
CHUCTEM ITPOTPaMMHBIMU U
arnmapaTHbIMM CPEJICTBAMU;

HE 3HAE€T OCHOBHBIE CPEJICTBA U METO/IbI
3aIUTHl KOMITBIOTEPHBIX CUCTEM
MIPOTrpaMMHBIMH H amllapaTHBIMUA CPEICTBAMHU
Y10BJ1€TBOPUTEJbH
(bparMeHTapHO 3HAET OCHOBHBIE CPEJICTBA U
METO/IbI 3aIIUTH KOMITBIOTEPHBIX CHCTEM
MIPOTrpaMMHBIMH H amlnapaTHBIMUA CPEICTBAMU
Xopomuo
B 1[EJIOM YCIIEUTHO, HO C IpoOenamMu 3HaeT
OCHOBHBIE CPEACTBA M METOJIbI 3aIITUTHI
KOMIThIOTEPHBIX CUCTEM MTPOTPAMMHBIMHU U
anmapaTHBIMH CPEJCTBAMHU
OT1auuHo
3HATh OCHOBHBIE CPEJICTBA M METOIbI 3AIIUTHI
KOMIThIOTEPHBIX CUCTEM MTPOTPAMMHBIMHU U
anmapaTHBIMH CPEJCTBAMHU

MK.4.4

O6ecneynBaTh 3aIIATY
IIpOrpaMMHOI0
obecrieueHus
KOMITBIOTCPHBIX CUCTEM
[IPOrPaMMHBIMHU
CpelCTBaMU

3HaTh OCHOBHBIE CPEJICTBA U
METO/IbI 3aIIUThl KOMITBIOTEPHBIX
CHUCTEM TIPOTPaMMHBIMHU U
amnmapaTHBIMH CPEJICTBAMU;, YMETh
WCITI0JIb30BATh METO/IbI 3aIUTHI
IPOrpaMMHOTO 00eCTIeUeHUs
KOMITBIOTEPHBIX CUCTEM;
aHAJIM3UPOBATh PUCKU U
XapaKTEPUCTUKU KauecTBa
MPOrpaMMHOTO 0OeCTIeUeHUS;
BBIOUpATh U UCIIOJIb30BAThH
METO/IbI U CPEJICTBA 3AIUTHI
KOMIBIOTEPHBIX CUCTEM
MPOrpaMMHBIMH U alllapaTHBIMU
CpelCcTBaMuU

HeynosierBopure
HE 3HAET OCHOBHBIE CPEJCTBA U METO/IbI
3aIUThl KOMIBIOTEPHBIX CUCTEM
MPOrPaMMHBIMH U anMapaTHBIMU CPEACTBAMU;
HE YMeeT UCMOIb30BaTh METObI 3aIIUThHI
MPOrPaMMHOTO 00ecrieueHusl KOMIIbIOTEPHBIX
CUCTEM; HE YMEET aHAIU3UPOBATh PUCKU U
XapaKTCPUCTHUKHU Ka4YCCTBA IPOrpaMMHOI0
o0ecrieyeHus; He yMeeT BIOMpaTh U
HCIIOJIb30BAaTh METOJbI U CPCACTBA 3alIUTHI
KOMIIBIOTCPHBIX CUCTCM MMPOTrpaMMHBIMHU U
armapaTHbIMU CpCACTBAMU

YnoBaerBopuTeabH
(parMeHTapHO 3HaeT OCHOBHBIE CPECTBA U
MCTOABI 3allIUTBI KOMIIBIOTCPHBIX CUCTEM
NporpaMMHbLIMU U allliapaTHBIMH CPCACTBAMU,
YaCTUYHO YMCCT HUCIIOJIB30BaTh MCTOAbI 3allIUThI
IIPOrPaMMHOTr0 00ecreueHHs] KOMIbIOTEPHBIX
CHCTEM; JIOIyCKaeT rpyOble OlIMOKY B aHATIN3E
PHUCKOB M XapaKTepUCTHKAX KauecTBa




Komnerenuust IInanupyemble pe3y/ibTaThl Kpurepun oneHuBanus pe3yibTaToB
o0y4ueHust o0y4eHust
YnoBj1eTBOPUTEbH
MPOrPaMMHOTO O0ECTICUEHUSI.
Xopoio

B I[EJIOM YCIIeIITHO, HO C TIpoOeaMu 3HAeT
OCHOBHBIE CPEACTBA U METO/IbI 3aLTUTHI
KOMITBIOTEPHBIX CUCTEM MPOTPAMMHBIMU U
anmnapaTHbIMU CPEACTBAMU; C
HE3HAYUTEIbHBIMH OIIMOKaMU yMEeT
MCII0JIb30BaTh METObI 3AIUTHI IPOrPAMMHOTO
oOecrieueHrst KOMITbIOTEPHBIX CUCTEM;
aQHAJM3UPOBATh PUCKU U XapaKTEPUCTHKHU
KadecTBa MPOTPaMMHOTO 00CCTICUCHHS;
BBIOMPATh M MCIIOJIB30BAaTh METOJIBI K CPEJICTBA
3aIUTHl KOMITBIOTEPHBIX CUCTEM
MIPOTrpaMMHBIMU H allapaTHBIMU CPEACTBAMU
OTtau4dHo
3HaTh OCHOBHBIE CPEJICTBA M METOIbI 3AIIUTHI
KOMITHIOTEPHBIX CUCTEM MTPOTPAMMHBIMU 1
anmapaTHBIMH CPEJCTBAMU; YMETh
HCIIOJIH30BaTh METObI 3aIIUTHI TPOrPAMMHOTO
o0ecrnievueHrs KOMITBIOTEPHBIX CHCTEM;
aQHAIM3UPOBATh PUCKU U XapaKTEPUCTUKHU
KauecTBa MPOTPaMMHOT0 00eCIIeUCHHS,
BBEIOMpATh M UCIIOJIB30BATh METOJIBI U CPEJICTBA
3aIIUTHl KOMIIBIOTEPHBIX CUCTEM
MIPOrpaMMHBIMU U allapaTHbIMU CPEACTBAMU




OueHoYHbBIE CPEACTBA TEKYIIEr0 KOHTPOJISI M IPOMEKYTOUYHOM aTTecTanun

Cxema gocTaBku ;. ba3zoBas

Buja meponpusaTHs NPOMEKYTOUYHON aTTEeCTANMH ¢ DK3aMEH
Cnoco0 npoBeieHHs MEPONPUATHS MPOMEKYTOUHOI aTtTecTannu : OlEHKa M0 JUCIUIUIMHE B paAMKax
MIPOMEKYTOUHOM aTTeCTAIlH ONPEENSIeTCS Ha OCHOBE 0a/I0B, HAOpaHHBIX 00YYArOIIMMCS Ha KOHTPOJIbHBIX
MEPOMPHUITHSIX, TPOBOIUMBIX B TEUCHHE YUEOHOTO NIEPUO/A.
MaxkcuMajabHoe KoJmuecTBo 0ayioB : 100

KonBepranusi 6a/U10B B 0TMETKH

«oTiIn4Ho» - ot 81 1o 100
«xopomo» - ot 61 1o 80

«YyJ0BJIETBOPUTEJBbHO» - 0T 48 10 60
«HEeYI0BJIETBOPUTEIbHO» / «<He3a4TeHo» MeHee 48 Oaiia

KoMmnerenuus

Meponpusitue
TeKYyLIero KOHTPOJIA

Koutposmpyemblie 3jieMeHTbI
pe3yJibTAaTOB 00y4eHHsI

BxoaHoii KOHTPOJIb

OCHOBHBIE TIOHSTHUS U
OTIpeieTICHUS, SBOITIOIHS
IMOJIXOJIOB K 00€CIICUCHHIO
MH(POPMALIMOHHOM
0e30IacHOCTH

BxomHoe TeCTHPOBaHHE

3HaTh OCHOBHBIE MOHITHUS U ONPEICTICHHUS,
OOBEKTHI, IIENH U 33]Ja4H 3alIUThI
nH(OpMaIK;3HATh ATAIBI SBOJTIOLUN

MOAXO0H0B K 00€eCIeYEeHHIO
MH(POPMALIMOHHOM 0€30MacHOCTH.

OK.1
Bri6upath criocoOsI pereHus
3a7a4 PO eCcCHOHATBHOM

ACATCIIBHOCTH, IPUMCHUTCIIBHO K

pa3IMYHbIM KOHTEKCTaM
IIK.4.4

ObecnieunBaTh 3aIUTY
MPOrpaMMHOTO 00€CTICUeHUS
KOMIIBIOTEPHBIX CUCTEM
MPOTPaMMHBIMHU CPEACTBAMHU

AnroputMmsl muppoBaHus
3amumaeMoe KOHTPOJIbHOE
MeponpusiTue

3HATh MOHATHE YTPO3bI 3aIUTHI
uH(pOpMaIMU, UCTOYHUKH yTPo3, 3alIuTa
OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
MOJICJIN, U OCHOBHBIC IIPUHIIHITHI 3aITUTHI
nHpopmaruu. Yrpo3sl HHGOpMAIIU B

OBM. Knaccudukarus yrpos3 1 ux
XapaKTePUCTUKH. YTPO3a Oe30MaCHOCTH

MH(POPMALIUU B KOMITBIOTEPHBIX CHCTEMAaX.

OCHOBHBIE CBOIMCTBA 3aIUAIIIAEMOI
nHpopmaru.MeTobl U CpecTBa 3alIUThI

nH(pOpMaIUK OT TPATUIIHOHHBIX
LWIAOHAXKEW U AuBepcuil. MeToibl 1

CpeAcTBa 3aIIUTHl HHPOPMALIUH OT
AIIEKTPOMArHUTHBIX M3JyYCHUH U HAaBOJOK




Komnerenuus Meponpusitue KonTposupyembie 3jieMeHTbI

TeKYyLIero KOHTPOJIs pe3yJibTaTOB 00y4eHH s
OK.1 Ceptuduxarus [10 be3onacHOCTh KOMIBIOTEPHBIX CETEH.
Br10upats ciocoObl pemenus IucbsMeHHOEe KOHTPOJILHOE | DIEMEHTHI ceTU. BO3MOKHOCTH yrpo3bl
3a7a4 IPO(ECCHOHANBHOM Meponpusitue [IEJIOCTHOCTH MH(OPMAIIUU CETH.
ACATEIBLHOCTH, IPUMEHUTEIILHO K IIporpaMMHBIE U TEXHUYECKHE CPEIICTBA
pa3IMIHbIM KOHTCKCTaM 3aIUTH THHOPMAITUH B CETH.

[IporpaMmMHbIe 1 TEXHUYECKHE CPEJICTBA
3aImuTHl ”HQOPMAITUHU B CETH. 3aIlnuTa
nH(GOpPMAIIUK B KOMIIBIOTEPHBIX CETSX.
WNmxenepHas 3amura 00bEKTOB. 3amuTa
WH(GOPMAIIUU OT YTEUKH M0 TEXHUYICCKHM

KaHajaMm.
OK.1 HopmartusHoe, 3HaTh OCHOBHBIE HOPMATUBHO-IIPABOBBIE
Bri6upath ciocoObI perienus OpraHU3aIMOHHOE U aKThl B 00J1aCTH HHPOPMAIIOHHOM

3a71a4 NPO(eCcCHOHABHON IIpaBOBOC PEryJIMpOBaHUEC 6e3omacHoctu. [IpaBoBbie 0COOEHHOCTH U
ACATCIIBHOCTH, IPUMCHUTEIBHO K | yyHpOpMaIMOHHON CTPYKTypa IIpaBOBOTO 00eCIIeueHUs
Pa3INIHBIM KOHTCKCTAM 0€30IaCHOCTH B 0e3o0macHOCTH KOH(UIEHITHATBHON
NK.4.4 opranmu3anusx. [lonutuka nH(pOpMaIUK U TOCYapPCTBEHHOM TalHBI.
Obecneuusars samuty 6e301acHOCTH Kateropun KoH(MIEHIMATLHOIM
MporpaMMHoOro obecrneueHns HTorosoe KoHTpOJILHOE nH($OpPMallUU U IPUHLHUIIBI €€ 3aLUTHI.

KOMITBIOTEPHBIX CUCTEM
MIPOrPaMMHBIMH CPEICTBAMU

MeponpusiTue

Crnenudukanusi MeponpuATHI TEKylIIero KOHTPOJIA

OcHOBHbIE TOHSITUSA U ONPee/IeHUs, IBOJIIOIHUSA MOX0/10B K 00ecnedeHNI0 NH(POPMAIMOHHOM
0e30MmacHOCTH

[Ipo10mKUTETBHOCTE IPOBEACHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTECTAlUu: 2 Yaca
VY cnoBus IpOBENECHNSI MEPOIIPUATHUS: B Yachl ayAUTOPHOMH padoThI

MaxkcruMaibHbIi 0aJ1, BBICTABIIIEMBIH 32 MEPONPUATHE POMEXKYTOUHOM aTTecTanuu: 0
[IpoxoaHoii 6am: 0

IToxa3aTeIu onleHUBAHUS Baaasl

MOJIHBIE (POPMYITHPOBKU OCHOBHBIX MOHSTUN U OmpeesieHnit THPOPMAIMOHHON 6€30MMacHOCTH

XapaKTCPHUCTUKA OTAIIOB 3BOJIOINUHU ITOAXOJ0B K 00ecreyeHHIO I/IH(l)OpMaHI/IOHHOﬁ 0e30macHOCTH

IMOJIHOE ONHCAaHHE OCHOBHBIX 00BHEKTOB 3alllHUThI I/IH(I)OpMaI_II/II/I

ompeeeHUE TIeJICH U 3a/1a4 3aIUThl HTHPOPMAITIH

OIMpCACIICHUC 3TAIIOB 9BOJIIOIMU ITOAXOJ0B K 00ecreyeHHIO I/IH(l)OpMaHI/IOHHOﬁ 0e30macHOCTH

DN | D] | D] D

KJ'IaCCI/I(i)I/IKaI_[I/Iﬂ OCHOBHBIX 00BHEKTOB 3alllHUThI I/IH(I)OpMaI_II/II/I

AJITOPUTMBI IIU(PPOBAHUSA

[Ipo0mKUTETBHOCTE IPOBEACHHS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTECTAlUu: 2 Yaca
VY cnoBus IpOBENECHNS MEPOIIPUATHUS: B YaChl ayAUTOPHOMH padoThI
MaxkcuMaibHbIN 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE TPOMEKYTOUHON aTTectauuu: 30



IIpoxoaHoii 6amn: 15

IToxa3aTeu oneHUBaHUS Baaasl
100 % mpaBUIBHBIX OTBETOB Ha BOIIPOCHI TECTA 30
50 % mpaBUIIBHBIX OTBETOB Ha BOIIPOCHI TECTA 20
MeHee 50 % mpaBUIBHBIX OTBETOB HA BOIPOCHI TECTA 15

Cepruduxanus I10

[IponoKUTENBHOCTE TPOBECHUSI MEPOTIPUATHS MPOMEKYTOUYHOM aTTECTALMU: 2 Yyaca
VY cnoBus IpOBENECHNS] MEPOIIPUATHUS: B Yachl ayAUTOPHOH padoThI

MaxkcuManbHbIN 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATHE TPOMEKYTOUHOU aTTectauuu: 30
[Ipoxoanoii 6amn: 15

IToxa3aTeu oneHUBaHUS Baaasl
oT 90 1o 100 % nmpaBUIBHBIX OTBETOB Ha BOIIPOCHI TECTA 30
50 % mpaBUIBHBIX OTBETOB Ha BOIIPOCHI TECTA 20
MeHee 50 % mpaBUIIBHBIX OTBETOB HA BOIIPOCHI TECTA 15

HopmaTuBHOE, Opranu3aniuOHHOE U NIPABOBOE PeryJJupoBaHue HHGOPMAIMOHHOM 0€301MaCHOCTH
B opranu3anusx. [loantuka 6e3onmacHocTu

[Ipo0mKUTENTBHOCTE IPOBEACHMS MEPOIIPUATHUS IIPOMEKYTOUHOM aTTECTAlUu: 2 yaca
VY cnoBus IpOBENECHNSI MEPOIIPUATHUS: B YaChl ayAUTOPHOMH padoThI

MaxkcuManbHbIN 0aJu1, BEICTABIIIEMBIH 32 MEPONIPUSATUE TPOMEKYTOUHON aTTecTauuu: 40
IIpoxoaHoii 6amn: 18

IToxa3aTeu oneHUBaHUS Baaasl

3HaTh HOPMATHBHYIO 0a3y, OCHOBHBIE ONPE/ICICHNS KATETOPHH HAIMOHAILHON 0€3011acHOCTH, 40
KJIaCCH(UKAIIIO U IEpeUeHb YIPO3 HAIIMOHAIBHON 0€30IMacHOCTH. 3HaTh OCOOCHHOCTH
obecriedueHns MH(GOPMAMOHHON 0E30ITaCHOCTH B CHCTEME HAI[OHAJIBHOW 0€30MacHOCTH
Poccuiickoii penepannn. 3HaTh 0COOEHHOCTH MOJIXO0B K 3aIIUTE FOCYIapCTBEHHOMN TalHBI,
KOMMEpPYECKOH TaliHbI ¥ IEPCOHANBHBIX JAHHBIX. 3HATh CTPYKTYPY MPAaBOBOTO 00ECTICUEHHS
MH(POPMALIMOHHOM 0€301MacHOCTH

3HaTh 0COOEHHOCTH o0ecreueHus: MH(PpOPMaAITMOHHOW 0€30ITaCHOCTH B CUCTEME HAIMOHAIBHON 30
6e3omacHoctu Poccuiickoil gpeneparun. 3HaTh 0COOEHHOCTH MOAXO0/IOB K 3aIUTE
roCy/1apCTBEHHOM TallHbI, KOMMEPYECKON TalHbl U MEPCOHAIBHBIX TAHHBIX. 3HATh CTPYKTYPY
paBoBOro odecrneyeHus HHPOPMALMOHHOHN 06e301acHOCTH

3HaTh IPABOBYIO OCHOBY OIPaHMUYCHHUS TOCTYTa K HHPOPMAIIMH, OTHECEHHON K KaTEeTrOpUH 20
3alIMIIEHHO. 3HATh IPABOBYIO OCHOBY oOecreueHus: HH(POpMaIMOHHON 6e30MacHOCTH
Poccuiickoit deneparuu

3HaTh CTPYKTYpy IPaBOBOTO obecreueHust HHHOPMAIIMOHHON O€30M1aCHOCTH 18




